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Network intrusion detection

based on random k—nearest neighbor ensemble algorithm
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Abstract: To improve the accuracy and generalization of network intrusion detection models, a model based on the
random k—nearest neighbor (k—NN) ensemble algorithm is proposed for network flow intrusion detection. Firstly, the
model introduces an ensemble weighting distance to enhance prediction accuracy. Secondly, a random strategy is em-
ployed to integrate the k—~NN models, thereby improving their global and local optimization capabilities in the anoma-
ly detection process. Furthermore, parallel computing techniques are utilized to enhance algorithm efficiency. Lastly,
a network intrusion detection model based on the random k—nearest neighbor ensemble algorithm is constructed and
experimented with using the KDD99 dataset. Experimental results demonstrate that the random k—nearest neighbor en-
semble algorithm outperforms other models, achieving accuracy and recall rates of 99.05% and 91.96%, respectively.
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Tab. 4 RE-NN algorithm

14 RE-NN ik

A UNZRSE D k=-NN A10F 53 FE485 L, ALPRA B0 MR AR AR
ol o, 43 25205 2

By o RERH

K=k |k~U),i=1,2, M)

form =0,1,2,3,- .M do

k=k, ek

T = 2S (D)

h, =L, (7, k.z)

end for

HFE2 L H = argmax, S V(b =)

return H

P AE A RAF AT, A SOk RE-NN 55
47 51 52 PR A B IR AT AR SE BB R I 2k 1Y O
11k
2.3 ETF RE-NNEEHMENERNEER

BT LA B A AR SCER 1 T — o U Y R 28 A
{2 R AR TR ——R A~ NN B335 1) o 28 A A2 G A 78

L5 NI 1 T RP,

o | BdE%E ), [ RE-NN | _
[ e | [ssnn

Bl 1 EHTF RE-NN EER M E NN EERD
Fig. 1

Network intrusion detection model based on
RE-NN algorithm!®
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Tab. 5 UCI dataset™
SRS ek G AR Kt A
wine 3 178 14
700 7 101 18
sonar 2 208 61
ionosphere 2 351 35
diabites 2 768 9
balance—scale 3 625 5
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Tab. 6 KDD dataset division!”

el T, T, T,
Normal 200 1 000 10 000
Dos 60 500 40 000
PRB 40 500 400
U2R 30 52 52
R2L 60 1 000 100
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Tab. 7 Evaluation index
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Tab. 8 Comparison of different algorithms on UCI dataset %
Rk-NN bek—NN ik B S HY E-NN E-NN
PG/ S
Ace MF Ace MF Acce MF Acce MF
wine 98.15 98.33 74.07 73.31 75.93 75.17 74.07 72.61
200 90.32 71.43 83.87 67.53 87.10 70.67 83.87 62.60
sonar 88.89 88.31 74.60 73.47 76.19 75.97 74.60 73.47
ionosphere 93.40 92.78 84.91 81.76 85.85 83.63 83.96 80.44
diabites 73.61 69.81 71.43 68.97 7143 67.42 71.00 68.24
balance-scale 89.36 62.18 87.23 60.84 86.17 60.63 85.64 59.88
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Tab. 9  Comparison of detection performance of

different attacks %o

ity e F-score H Jal A
Normal 90.86 94.94 99.40
Dos 99.60 99.70 99.80
PRB 99.78 95.73 92.00
U2R 94.00 92.16 90.38
R2L 99.36 96.61 94.00
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Tab. 10 Compare with other algorithms %
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AR 99.05 97.44 91.96
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XGBoost 97.87 97.29 72.04
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